KoMmmibroTepHBIE€ BUPYCHI

KOMHI)IOTCPHBIEI BHPYC - 9TO PaSHOBHAHOCTb KOMIIBFOTCPHBIX

IIPOIPaMM, OTAHYUTEABHON OCOOEHHOCTBIO KOTOPOH  ABAAETCA
CIIOCOOHOCTh K Pa3MHOKEHHUIO. B AOIIOAHEHHE K 9TOMY, BHPYCHI
MOIYT IIOBPEAUTH HAM IIOAHOCTBIO VHHYTOXHUTb BCe (PaliABl U
AAQHHBIE, IIOAKOHTPOABHEIE IIOAB30BATEAIO, OT HMEHH KOTOPOIO OBIAA

3aITymieHa 3apaKCHHas IIPOIrpaMMa, a TAKXKC ITIOBPCAUTD HAH AAKE

VHHYTOKUATH OIIEPAITMOHHYIO CHCTEMY CO BCeMH (DAMIAAMU B IIEAOM.
B OoApmmHCTBE CAy49a€B PACIPOCTPAHAIOTCA BHPYCHI  deEpes3
MHTEPHET.

MeTOABI 31T OT BPEAOHOCHBIX IIPOTPAMM:

1. MicmoAB3y# COBpEeMEHHEBIE OIIEPAITMOHHBIE CHCTEMBI, MMEIOIITHE CEPhE3HBIN YPOBEHD
3AIIUATEL OT BPEAOHOCHBIX IIPOTPAMM;

2. IlocrofaHHO ycTaHaBAMBAW IaTdd (IHQPOBBIE 3AIIAATKH, KOTOPBIE aBTOMATHYECKH
YCTAHABAMBAIOTCA C IIEABIO AOpPaOOTKHM IIPOrPaMMEI) U APyIHME€ OOHOBAEHUSA CBOEH
omeparnoHHOI cucrteMbl. CkadnBai HX TOABKO € O(PUIMAABHOTO caita pazpadboramka OC.
Ecan cyrmectByer peskuM aBTOMATHYECKOTO OOHOBACHUSA, BKAIOYH €TO;

3. PaboTaii Ha CBOEM KOMIIBIOTEPE IIOA IIPABAMU IIOAB30BATEAf, 4 HE AAMUHHCTPATOPA.
DTO HE IO3BOAUT OOABIIMHCTBY BPEAOHOCHBIX IIPOIPAMM HHCTAAAHPOBATBCA HA TBOEM
IIEPCOHAABHOM KOMITBIOTEPE;

4. VlcrioAB3yl aHTHBHPYCHBIE IIPOTPAMMHEBIE IIPOAYKTBH H3BECTHBIX IIPOM3BOAUTEAEH, C
ABTOMATUYECKUM OOHOBAEHHEM 023;

5. Orpannyab PU3UIECKAI AOCTYII K KOMIIBIOTEPY AAfl HOCTOPOHHUX AHIT;

6. Mcrroap3yit BHemIHIE HOCHTEAN HH(POPMAITUH, TAKUE KAK (DACIIKA, AUCK HAH (Dafia
13 HHTEPHETA, TOABKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He OTKpBIBﬁfI KOMIIbIOTCPHBIC @af/'mm, IIOAYICHHBIC M3 HCHAACKHDBIX HCTOYHMKOB.

Aaxe Te arABL, KOTOPHIE IIPUCAAA TBOM 3HAKOMBIH. /\ydUIlle YTOYHH y HErO, OTIPABAAA AU

OH TeOe uX.




Ceru WI-FI

Wi-Fi - 3T0 He BHA II€peAAYN AAHHBIX, HE TEXHOAOIHA, 4 BCETO
Amitb OpeHA, mapka. Eime B 1991 roay HumaAepAaHACKAs KOMITAHUSA
saperucrpuposasa opens "WECA", uto 0603Ha9aA0 cAOBOCOUETAHIIE
"Wireless Fidelity", koToperii IepeBOAHTCA KaK ' OCCIIPOBOAHASA
TOYHOCTB'.
Ao Hamrero BpEMEHH AOIIAA Apyrasg abOpeBHATypa, KOTOpafd
ABASICTCA TAKOHM K€ TEXHOAOTHEH. DT1o abbpesmartypa "Wi-Fi". Takoe
Ha3BaHHE OBIAO AQHO C HAMEKOM HAa CTaHAAPT BBICIIEH 3BykoBoM Texuuku Hi-Fi, gro B
IIEPEBOAE O3HAYACT ''BBICOKAA TOYHOCTH ' .

Aa, OeCIIAATHBIN HHTEPHET-AOCTYII B Kade, OTEAAX H a9POIOPTAX ABAACTCH OTAMYHON
BO3MOKHOCTBIO BBIXOAA B MHTEpHeT. HO MHOTHE 9KCIIEPTEI CYHTAIOT, YTO OOILEAOCTYIIHBIC
Wi-Fi cetn He ABAAIOTCA OE30ITACHBIMU.

CoBeTel 110 0€30ITACHOCTH PAOOTHL B OOIIEAOCTYIIHBIX ceTax Wi-fi:

1. He mepeaaBaii cBoro Amunyro mudoOpmanuio gepes obdbimeaoctynubie Wi-Fi cerm.
Paboras B HUX, JKEAATEABHO HE BBOAUTD IIAPOAHU AOCTYIIA, AOTMHBI U KAKHE-TO HOMEPA,;

2. Mcrtoap3yit u OOHOBAAN aHTHBHPYCHBIC IIPOIPAMMEBI U OpaHAMayep. TeM cambIM ThI
00€e30ITaCHIIIb CeOA OT 3aKAYKH BUPYCa Ha TBOE YCTPOICTBO;

3. Ilpu wmcnoawsoannu Wi-Fi orxkaroun dyukmumro "OOmuil aoctym k dafinam n
npuHTepam'. AaHHAsA (DYHKINA 3aKPHITA 10 YMOAYAHHIO, OAHAKO HEKOTOPBIC ITOAB30BATCAN
AKTUBHPYIOT €€ AAf YAOOCTBA HCIIOAB3OBAHHSA B pabOTE HAH y4IeOe;

4. He ncrroapsyit nyoamansmi WI-FI aAf mepeaadn AMYHBIX AQHHBIX, HAIIPHMEP AAf
BBIXOAQ B COIIMAABHBIC CETH UAH B 9ACKTPOHHYIO IIOYTY;

5. Ucmoarsyit Toabko 3aruinennoe coeannenue depes HTTPS, a we HTTP, t.e. mpu
nabope Beb-aapeca BBoan umenno "https://";

6. B wmobGuabHOM Teaedone orkarounm Pyukiuro [loakarowenme k  Wi-Fi

apromarmdecku'. He AOIycKail aBTOMAaTHYECKOrO ITOAKAIOYCHMA ycTporctsa K cetsam Wi-Fi

0€e3 TBOEIO COrAACHs.




CommmaApHBIE CETH

CormaAbHBIE CETH AKTHBHO BXOAAT B HAIIY JKH3Hb, MHOTHE AIOAU PaOOTAIOT U 7KHUBYT
TaM IIOCTOSIHHO, a B Facebook yxe saperncrpupoBaH MHUAAHAPA YEAOBEK, UTO ABAACTCA
OAHOIl CEAPMOM BCEX JKHUTEAEH IIAaHETH. MHOIrme ITOAB30BATEAH HE IIOHHMAIOT, YTO
nadOpMaInA, pPa3MEIIEHHAA HMU B COLMAABHBIX CETAX, MOJKET OBITh HAWACHA U
HICITOAB30BaHA KEM YTOAHO, B TOM YHCAE HE ODA3ATEABHO C OAAIMU HAMEPEHHUAMU.

OCHOBHBIE COBETHI ITO OE30IACHOCTH B COITMAABHBIX CETAX:

1. Orpannup crmcok Apyseil. ¥V Te0f B APY3bAX HE AOAKHO OBITH CAYYAHHBIX U
HE3HAKOMBIX AFOACHT;

2. 3ammrmaii CBOIO YACTHYIO KH3HB. He ykaseBaii mapoAm, TeAepOHEBI, aApeca, AATy
TBOECIO PONKACHHA U APYIVIO AHYHYIO HHQOPMAITHIO. 3AOYMBIIIACHHUKA  MOTYT
HCIIOAB30BATHh AdiKe MH(MOPMAIIUIO O TOM, KaK Tl I TBOU POAUTEAU IIAAHHPYETE IIPOBECTH
KAHHUKYAB,

3. 3amumaii CBOIO PEIyTALIUIO - ACP/KU €€ B YHCTOTE U 3aAaBail cebe BOIIPOC: XOTEA ObI
TBI, YTOOBI APYIHE TIOAB30BATEAH BHACAH, ITO THI 3arpyxaeiiby [loaymail, mpexae dem gro-
TO OIYyOAHKOBATb, HAITHCATD U 3aIPY3UTh;

4. EcAH THI TOBOPHIIIb C AFOABMH, KOTOPBIX HE 3HACIIb, HE HCIIOAB3YH CBOE PEaABHOE
UM U APYIYIO AMYHYIO HH(POPMALIUN: UM, MECTO KUTEABCTBA, MECTO YIEOBI U IIPOUEE;

5. N36erait pasmermenus pororpacduii B MaTepHETE, rAC THI N300pa’ke€H HA MECTHOCTH,
II0 KOTOPOH MOKHO OIIPEAEAHTH TBOE MECTOIIOAOKCHIE;

6. ITpu perncrpanum B COIMAABHOI CETH HEOOXOAUMO HCIIOAB30BATH CAOMKHBIE ITAPOAM,
cocrodmye u3 OykB U 1udp U C KOAUIECTBOM 3HAKOB HE MeHee §;

7. AAfl COLIMAABHOI CETH, IIOYTHL U APYIHX CAHTOB HEOOXOAHUMO HCIIOAB30BATH PA3HBIE

ITApOAMH. TOFAa ecAn Teos B3AOMArOT, TO 3AOYMBIIITACHHHKH ITIOAYYIAT AOCTYVII TOABKO K

OAHOMY MECTY, 4 HE BO BCE CPa3y.




DAEKTPOHHBIE ACHBI'T

DAEKTPOHHBIE ACHBIU - 3TO OYEHb YAOOHBIA CIIOCOO ITAATEKEI, OAHAKO CYIIIECTBYFOT
MOITIEHHUKH, KOTOPBIE XOTAT IIOAYIHTH 9TH ACHBIM.

DAEKTPOHHBIE ACHBIH ITOABHAHCH COBCEM HEAABHO M MMEHHO H3-32 9TOTO BO MHOIUX
TOCYAAPCTBAX AO CHX ITOP HE IMPOIMCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHm (YHKIMOHHPYIOT M O HHX YK€ IIPOIIMCAHO B 33aKOHE, TAC HX
PasAEAAIOT HA HECKOABKO BHAOB - aHOHHMHBIE M HE aHOHHMHEBEIE. PasHmuIila B TOM, YTO
AHOHUMHBIC - 3TO T€, B KOTOPBIX PA3PEIIACTCA IIPOBOAUTD OIEPAIMH O€3 MACHTHU(UKAITII
ITOAB30BATEAS, 2 B HEAHOHUMHBIX MACHTH(DHUKAIINA ITOAB30OBATEAA ABAACTCA OOA3ATCABHOM.

Taxxe cAeAyeT pasAHYaTh IACKTPOHHBIE (DHATHBIE ACHBIH (PABHBI IT'OCYAAPCTBEHHBIM
BAAFOTAaM) U SAEKTPOHHEIEC He(DUATHBIE ACHBIU (HE PABHBI TOCYAAPCTBEHHBIM BAAFOTAM).

OCHOBHBIE COBETEI IO OE30ITACHON PadOTE C SACKTPOHHBIMU ACHBIAMH:

1. IlpuBmkn k cueTy MOOMABHEIN T€AC(OH. DTO CaMBI YAOOHBII K OBICTPBIN CIIOCOD
BOCCTAaHOBHTH AOCTYII K cuery. [IpuBAsaHHBIN TeAepOH TOMOMKET, €CAM 3a0YACIIb CBOM
ITAATEKHBIN ITAPOAD UAH 3AMAEITHb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnoapsyit oAHOpasoBeie mapoau. [Tocae mepexoaa Ha yCHAGHHYIO aBTOPH3AITHIO
TeOe yiKe He OYACT YIPOKATh OITACHOCTD KPaKH AN ITIEPEXBATA ITAATEKHOTO ITAPOAS;

3. Boeibepu caoxsbii mapoab. [IpecrtymHmkam OyAeT He IIPOCTO YIraAaTh CAOKHBIN

ITapOAB. HaACXHBIC IIapOAH - 3TO IIAPOAHM, KOTOPBIC COACPIKAT HC MCHEC 8 3HAKOB U

BKAIOYAIOT B ceOs CTquHI)IC " HpOHI/ICHbIC 6yKBbI, LII/I(ppr 1 HECKOABKO CHMBOAOB, TaKHE

KaK 3HAK AOAAAPa, PYHTA, BOCKAHIIATEABHEIN 3HAK 1 T.1I. Harpuwmep, $tR0ngl;;

4. He BBOA CBOM AMYIHEIE AQHHBIE HA CAUTAX, KOTOPBIM HE AOBEPSACIITb.

con

cmncTeMa BbICTpbIX
nnaTexxemn




DAEKTPOHHAA  IOYTA -  9TO  TEXHOAOTHA U
IIPEAOCTABASIEMBIE €FO YCAYTH IIO IIEPECHIAKE U ITOAYIECHHIO
SAEKTPOHHBIX COOOIIECHUI, KOTOPBIE PACIPEACAAIOTCA B
KOMITBIOTEPHOR ceTu. OOBIYHO SAEKTPOHHBINA IIOYTOBBII
AUK BBITASIAUT CAEAYFOIITUM obpazom:
HMS_IIOAB30BaTeAA(@WHUMI_AOMeHA. Takke KpoMe Iepeaadn
IIPOCTOTO  TEKCTA, MMEETCA BO3MOKHOCTH IIEPEAABATDH
pariAbL

OcHOBHBIE ~COBETBI IO O€30IIACHOI  padoTe C

3AEKTPOHHOM ITOYTOM:

1. Hapo BBIOpaTh IIPaBUABHBIN ITOYTOBBIA cepBuc. B
MHTEPHETE €CTb OIPOMHBII BBIOOP OECIIAATHBIX ITOYTOBBIX
CEPBHCOB, OAHAKO AYYIIIE AOBEPATH TEM, KOTO 3HACIIIh U KTO IIEPBBII B PEHTHHIE;

2. He yxasbiBait B AmgHOI m109Te AMYHYIO HH@OpMaruio. Hampumep, Aydre BeIOpaTh
"MyserkaAabHBI_panat@" nan "pok2013" Bmecro "remal3";

3. McrmoAB3y# ABYX3TAITHYIO aBTOPHU3AIIIIO. DTO KOTAA IOMHUMO ITAPOAS HYKHO BBOAHUTB
KOA, IPHUCBIAAEMBII IT0 SMS;

4. Boibepu CAOMKHBIR ITAPOAB. AAA KaKAOIO IIOYTOBOIO AIIHKA AOAKEH OBITH CBOI
HAAEKHBIN, YCTOMYUBBIM K B3AOMY IIaPOAD;

5. EcAn ectp BO3MOKHOCTP HAIIHCATH CAMOMY CBOII AHYHBIN BOIIPOC, HUCIIOAB3VH 9Ty
BO3MOYKHOCTB;

6. VcrioAp3yli HECKOABKO IIOYTOBBIX AIIHKOB. IlepBrIii AAl 9ACTHOI HEPEIUCKH C
aApecaTaMu, KOTOPBIM ThI AOBEPSCIIb. DTO IACKTPOHHBIM aAPEC HE HAAO HCIIOAB30BATH IIPU
perucrpannu Ha POPyMax U CANTAX;

7. He otkpeiBait afiAbl U APyTHE BAOMKEHHSA B IIHMCbMAaX, AKE €CAH OHU IIPHUIIAU OT
TBOHX ApPYy3€i. AydIlle yTOYHH y HUX, OTIIPABASIAU AU OHH TeOe o1i (DariAHL;

8. Ilocae oxonuaHusa pabOTHI HA IIOYTOBOM CEPBHCE IIEPEA 3AKPBITHEM BKAAAKH C

caiiTom He 3a0yAb HaKaTh HA 'BeriT'.



KuOepOyAAMHT MAY BUPTYAABHOE U3AEBATEABCTBO

KubepOyAaAnHr - mIpecACAOBAHHE COOOIINEHUAMH, COAEPKAIIUMH OCKOPOACHHS,
arpeCCHIO, 3alyTMBAHUE, XYAHTAHCTBO; COLMAABHOE OOMKOTHPOBAHHUE C  IIOMOIIBIO
PA3AMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHEIE COBETHI ITO0 DOPBOE € KHOEPOYAAUHIOM:

1. He 6pocaticsa B Goit. Aydrmmii crrocod: ITOCOBETOBATHCA KaK CeOS BECTH H, €CAH HET
TOrO, K KOMy MOKHO OOpATHTBCA, TO BHAYAAE YCIIOKOWTHCA. ECAHM TBI HAaYHEINb OTBEYATDH
OCKOPOAEHUAMU HA OCKOPOAEHUSA, TO TOABKO €IIIE OOABIIIE PA3OKIKEIIb KOH(AUKT;

2. VpaBAfifi CBOEH KHOEppEITyTaIIHeH;

3. AsonumuOCTh B cetr MHHMaA. CyIeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOHUT 32
AHOHUMHBIM aKKayHTOM;

4. He crout BecTn XyAUTaHCKHUM 0Opa3 BUPTyaAbHOI :xusHu. MHTepHET pukcupyer Bce
TBOH ACHCTBHSA 1 COXPAHACT UX. Y AAAUTD UX OYACT KparHe 3aTPYAHHTCABHO;

5. CobArOAalt CBOIO BUPTYAABHYIO 9€CTh CMOAOAY;

6. HMrmopupyidi  eAMHUYHBI  HEraTUB.

NEA I I I OAHOpa3oBBIE OCKOp6I/ITCAbeIC COOOITIEHUA
I#**\#  mam

Aydrrie  urHopuposatb.  OOBYHO — arpeccus
IIPEKPAIIAETCA HA HAYaABHOU CTAAUN;

7. bam arpeccopa. B mporpammax oOmena
MTHOBEHHBIMU COOOIIEHUAMH, B COLIMAABHBIX
CeTiX  €CTb  BO3MOXKHOCTD  OAOKHPOBKH
OTIIPAaBKH  COOOINEHUI C OIPEACACHHBIX
AAPECOB;

8. EcAm TBI cBHAETEAD KHOEPOyAAMHTA. TBOH
ACHCTBHSA: BEICTYIINTD IIPOTHB IIPECACAOBATEAS,
IIOKa3aTh €My,  YTO  €ro  AeHcTBuA
OIICHUBAIOTCA HETATUBHO, IIOAACPKATD KEPTBY, KOTOPOU HYAKHA IICHXOAOIMYECKas ITOMOIIIb,

COO6H_II/ITB B3POCABIM O CpaKTC AIpECCUBHOTIO IIOBCACHUA B CCTH.




MoOuabHBIN TeA€POH

CoBpemennble cMapTdOHBI M IIAAHIIETHI COACPKAT B CeOE BIIOAHE B3POCABIN
pyHKIMOHAA, U TEIeph OHU MOIYT KOHKYPHPOBATH CO CTAIIHOHAPHBIMH KOMIIBIOTEPAMH.
OAHAKO, CPEACTB 3aIIUTBI AASl IIOAOOHBIX YCTPONCTB IIOKA OYCHb MAaAO.

TecrupoBaHue U HOUCK YA3BUMOCTEI B HUX IIPOUCXOAUT HE TaK
nHTeHCHBHO, Kak AAA [TK, To ke camoe kacaercd U MOOHABHBIX
IIPUAOKEHUI.

CoBpemeHHBIE MOOHABHBIE Opay3epbl yiKE IIPAKTHICCKU
AOTHAAW HACTOABHBIE AHAAOTH, OAHAKO PACIITHPEHHUE
yHKIIMOHAAA BACUET 32 COOOI OOABIIYIO CAOKHOCTD H
MEHBIIIYIO 3AIHIIEHHOCTb.

Aareko He Bce IIPOU3BOAUTEAU BBIIIYCKAIOT OOHOBAEHIH,
3aKPBIBAOIIUE KPUTHYECKUE YA3BUMOCTH AASl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHEI AAfl OE30ITACHOCTH MOOHABHOTO TeAeOHa:

Hrudgero e sBAseTCA IO-HACTOAIIIEMY OecAATHBIM. ByAb OcTOpOIMKEH, BEAB KOrAa TeOe
IIPEAAAraIOT OECIIAATHBIN KOHTEHT, B HEM MOTYT OBITH CKPBITBI KAKHE-TO IIAATHBIC YCAYIM;

Aymaii, mpexae dem ormpasutb SMS, doro manm Buaeo. TH TOYHO 3HAEIIB, TAC OHHU
OyAyT B KOHEIHOM HTOTE?

Heo6x0AMMO OOHOBAAT OIIEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHA;

McroAp3yii aHTUBAPYCHBIE IIPOTPAMMBL AAl MOOHABHBIX T€A€(OHOB;

He sarpymaf/i IIPUAOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BEAb OHII MOIYT COACPIKATDH

BPEAOHOCHOE IIPOIPAMMHOE ODECIICUEHHE;

ITocae TOrO Kak THI BEIMAEIIL C CaiiTa, TA€ BBOAHA AHYHYIO HH(POPMAITUIO, 3aHAHU B
HACTPOUKH Opay3epa u yaaau cookies;

[Neproanvecku mpoBepsid, KAKUE IIAATHBIC YCAYTH AKTHBHPOBAHEL HA TBOEM HOMEPE;

AaBaii cBOM HOMEp MOOHABHOTO TeAe(DOHA TOABKO AFOAAM, KOTOPBIX THI 3HACIIID 1 KOMY
AOBEPSIEIIID;

Bluetooth AoAkeH OBITH BBIKAIOYUEH, KOTAQ THI UM HeE ITOAB3yelrbea. He 3a0biBait mHOrA2

IIpOBEPATH ITO.




Online urpsl

CoBpeMeHHBIE OHAAMH-UIPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BACUYCHHS,
0O'bEAMHAIOIINE COTHHU THICAY YEAOBEK IO BCeMY MUPY. KIrpoKH HCCACAYIOT AAHHBIH UM MUD,
OOIIAFOTCA APYT C APYTOM, BHIITOAHSIOT 3aAQHUSA, CPAKAIOTCA C MOHCTPAMU U ITOAYYAFOT OIIBIT.
3a YAOBOABCTBHE OHH IIAQTAT: IIOKYIIAFOT AHCK, OIIAAYUBAIOT A0OHEMEHT HAU IIPHOOPETAIOT
KaKH€-TO OIIIUH.

Bce atm cpeactBa HMAYT Ha IOAAEp/KAHUE M Pa3BUTHE HIPH, 2 TAKKE Ha CaMy
0E30IACHOCTb: COBEPIIEHCTBYIOTCA CHUCTEMBI ABTOPU3ALINM, BBIIYCKAIOTCA HOBBIC IIATYH
(1 pOBBIE 3AITAATKI AASl IIPOTPAMM), 3aKPBIBAFOTCA YA3BUMOCTH CEPBEPOB.

B OAOOHBEIX HIpPaX CTOHT OHACATHCA HE CTOABKO CBOHX COIIEPHUKOB, CKOABKO KPayKH
TBOEI'O IIAPOAfA, HA KOTOPOM OCHOBaHA CUCTEMA aBTOPU3AIINN OOABIIIMHCTBA UIP.

OCHOBHBIE COBETEI IO OE30ITACHOCTH TBOETO UTPOBOIO AKKAYHTA:

1. Ecam Apyro# Urpok BEAET ceOA ITAOXO MAH CO3AAET TeOe HEIIPUATHOCTH, 3a0AOKHPYIT
€ro B CITMCKE UTPOKOB;

2. TloxaAyiics aAMHHHCTPATOpaM UIPHI Ha IIAOXOE ITOBEACHHE 3STOTO HIPOKa,

KEAATEABHO HpI/IAO)KI/ITb KaKHE-TO AOKA3aTEABCTBA B BUAC CKpI/IHOB;

3. He ykaswBaii Anmanyro nHQOPMAIIIIO B IpOdaiAe UIPHI;

4. VBaxKall APYyTUX YIACTHHKOB II0 HTPE;

5. He ycramaBAmBaii HeopuIImaAbHBIE TIATIN U MOABI;

6. VlcrtoAB3yii CAOMKHBIE U PA3HBIE ITAPOAH;

7. Aaxe BO BpeMf UIPBI HE CTOHT OTKAIOYATH aHTUBHPYC. Iloka TeI mrpaerrs, TBOM

KOMHbIOTCp MOIYT 3apa31/ITI).




DOUIIINHT UAN Kpa>ka AMYHBIX AAHHBIX

OOBIYHOI KpaKEH ACHEI U AOKYMEHTOB CETOAHf YK€ HHKOIO HE VAHBHIIb, HO C
pPasBUTHEM HHTEPHET-TEXHOAOIUNM 3AOYMBIIIACHHUKA IIEPEMECTHAUCH B HHTEPHET, H
IIPOAOAKAFOT 3AHUMATHCS "' AFOOUMBIM' ACAOM.

Tak HmoABHMAACH HOBAA yIpO3a: HHTEPHET-MOIICHHUYECTBA UAU (DHUIIIHHT, TAABHAA IIEAD
KOTOPOTO COCTOUT B ITOAYICHHU KOH(PHACHIIMAABHBIX AAHHBEIX ITOAB30BATEACH - AOTMHOB H
mmapoAeit. Ha anramiickom sseike phishing unraercs kak dpummmar (ot fishing - peiOHas AoBAf,
password - ImapoAb).

OCHOBHEIE COBETHI IT0 OOPBOE € PUIITHHTOM:

1. Caeau 3a cBOMM aKKayHTOM. ECAH TBI IIOAO3PEBACIIb, YTO TBOA AHKETA OBIAA
B3AOMAaH4, TO HEOOXOAMMO 3a0AOKHPOBATH €€ U COOOIINTH aAMHHHUCTPATOpaM pecypca 00
9TOM KaK MOKHO CKOPEE;

2. Ucrtoabsyit OGe3oIracHbie BEO-CAMTHL, B TOM YHCAC, HHTCPHET-MATA3HMHOB 1 IIONCKOBBIX
CHCTEM;

3. MlcrtoAb3yil CAOMKHBIC M PasHBIC HAPOAN. Takum 0Opa3oM, eCAH TE€OS B3AOMAFOT, TO
3AOYMBIIIIACHHHIKH IIOAYYAT AOCTYII TOABKO K OAHOMY TBOEMY IIPO(HAIO B CETH, 4 HE KO BCEM;

4. EcAum T1eOGA B3AOMAAH, TO HEOOXOAHMO IIPEAVIIPEAUTH BCEX CBOHUX 3HAKOMBIX,
KOTOPBIE AOOABAEHBI § T€OS B APY3bAX, O TOM, UTO TEOA B3SAOMAAH H, BO3MOKHO, OT TBOETO
IMCHH OYACT PACCBIAATBCH CIIAM KM CCBIAKH Ha
pHUITMHTOBEIE CATH;

5. Vcranosu Hapexueni mapoab (PIN) mHa
MOOHABHBIN TeACOH;

6. OTKAIOUH COXpaHEHHE IapOAfl B
Opaysepe;

7. He orxpemaii atinel u  Apyrue
BAOJKCHUSA B ITHCHMAX, AQKE €CAU OHH IIPUIIAN
OT TBOHUX Apy3ed. /Aydime yro4yHH y HUX,

OTHPABASIAU AU OHU TeOe 3T (paliABL




ITudposas pemyramusa

[udposas pemyrarus - 970 HETATUBHAS UAH ITO3UTHBHAA NHAOPMAIUA B CETH O TebeE.
Kommpomerupyrormas  uH@OpMALnA, pasMEINEHHASA B HHTIEPHETE, MOMKET CEPbE3HBIM
00pa3oM OTPa3UTHCS HA TBOCH peaAbHOM u3HH. " Lludposas pemyranus’ - 970 TBOH HMUIAK,
KOTOPBIA popmMupyeTca n3 HHPOPMAIIUN O TeOE B HHTEPHETE.

TBoe MECTO IKHTEABCTBA, y4eOBI, TBOE (DUHAHCOBOE IIOAOKEHHE, OCOOCHHOCTH
XapaKTepa U PACCKA3BI O OAU3KUX - BCE 3TO HAKAIIAUBACTCA B CCTH.

MHorue IIOAPOCTKHA ACTKOMBICAGHHO OTHOCATCA K IIYOAUKAIIUN AHYHON HH(OpPMAIIIN B
Wareprere, He TOHUMAsA BO3MOKHBIX IIOCACACTBHUIL. ThHI A2:Ke HE CMOJKEIIb AOTAAATHCA O TOM,
uto pororpacpus, pasMmereHHad 5 AeT Ha3aA, CTaAd IIPUYHMHON OTKA3a IPHHATH TeOA Ha
pabory.

KommenTapun, pasmernenne TBoux QoTorpadpuil U APyrue AEHUCTBHA MOIYT HE
HCYE3HYTh AQKE IIOCAE TOIO, KaK TBI UX VAQAWINb. [BI HE 3HACIIb, KTO COXPAHHA 9Ty
nHAOPMAITUIO, IIOIIAAd AU OHA B IIOMCKOBBIE CHCTEMBI U
COXPAHHAACh AW OHA, 4 TAABHOE: YTO IIOAYMArOT O Tebhe
OKPYKaIOIIHE AFOAH, KOTOPBIE HAWAYT U YBHAAT I9TO.

Haiity mar@OpPMALIHIO MHOTO AET CIYCTA CMOXKET AFOOOMN
- KaK 13 AOOPBIX ITOOYKACHHH, TaKk H C HaMEPEHHEM
IPUYUHATE BPEA. DTO MOKET OBITh KTO YTOAHO.

OcHoBHEIE ~ cOBeThI IIO  3amumrte  IpOBOIL
pemyrarum:

1. Iloaymaii, mpeKAe 9eM YTO-TO IYOAHKOBATH HU
IIEPEAABATD § ceOA B OAOTE HAU B COLIMAABHOM CETH;

2. B macrpoiikax mpoduAd YCTaHOBH OIpaHUYCHHE

HA IIPOCMOTP TBOETO HIPOGUASL 1 €r0 COACPKIMOIO, CACAAN €ro TOABKO "AAS APy3eH';

3. He pasmermaii u He ykas3biBail HHAOPMAITUIO, KOTOPAS MOKET KOTO-AHOO OCKOPOAATH

HUAU OOUKATh.




ABTOPCKoe IIPABO

CoBpeMeHHBIE IIIKOABHHUKNA - AKTHBHBIE IIOAB30BATEAN HH(MPOBOIO IIPOCTPAHCTBA.
OAHAKO AQAEKO HE BCE 3HAIOT, YTO IIOAB30BAHHE MHOIUMH BO3MOMKHOCTAMH ITH(PPOBOIO
MUpa TpeOyeT COOAIOAECHUSA IIPAB HA HHTEAACKTYAABHYIO COOCTBEHHOCTb.

Tepmun "HHTEAAEKTYaABHAA COOCTBEHHOCTB' OTHOCHTCH K PA3AHMYHBIM TBOPCHHUAM
YEAOBEYECKOIO yMa, HAYMHAA C HOBBIX H300pETEHHMI M 3HAKOB, OOO3HAYAIOIINX
COOCTBEHHOCTb Ha IIPOAYKTBI H YCAYTH, M 3aKaHYHBAsA KHUramu, d¢ororpadpuamm,
KHHO(HABMAMHI H MY3BIKAABHBIMHU IIPOU3BEACHHUAMIL

ABTOpCKHE TIPaBa - 3TO IIpaBa HAa HHTEAAEKTYAABHYIO COOCTBEHHOCTb HA IIPOU3BEACHUSA
HAYKI, AUTEPATYyPBl M UCKyCCTBA. ABTOPCKHE IIPaBa BEICTYIIAIOT B KAYECTBE IAPAHTHH TOIO,
YTO MHTEAACKTYAABHBII/TBOPYECKUI TPYA aBTOpa He OYACT HAIPACHBIM, AACT €My
CIIPABEAAWBBIE  BO3MOKHOCTH ~ 3apabOTaTh Ha PE3YAbTATaX CBOEIO TPYyAd, ITOAYIHTH
M3BECTHOCTh U Ipu3Hanue. Hukro 6e3 pasperreHnsa aBTopa HE MOMKET BOCIIPOH3BOAHUTDH €IO

IIPOU3BEACHUE, PACIIPOCTPAHATD, IYOAUIHO AEMOHCTPHPOBATD, IIPOAABATH, UMIIOPTUPOBATD,

ITYCKATh B IIPOKAT, HY6AI/I‘IHO HCIIOAHATDH, IIOKA3bIBATDH / HCIIOAHATDH B SCI)I/IPC HAM pasMCIIaTh B

Wurepuere.

Ncmoap3zoBanne "muparckoro” mporpaMMHOIO OOECHEYEHHS MOMKET IIPUBECTH K
MHOITIM PHCKAM: OT IIOTEPU AAHHBIX K TBOUM AKKAYHTAM AO OAOKHPOBKH TBOEIO YCTPOMCTBA,
IA€ YCTAHOBACHA HEACraAbHas Iporpamma. He crour Takke 3a0bIBaTh, YTO CYILECTBYIOT

AETaAbHBIE U OECITAATHBIE HPOI‘ paMMbI, KOTOprC MOKHO HAUTH B CETH.




